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06 o6ecrieyeHUn 6e30MacHOCTN aBTOMaTU3IMPOBAHHOW NH(OPMALMOHHOW
CUCTeMbl 06pa3oBaTeNIbHOI0 YUPEXAEeHNS

1. O6uime Nono>KeHuns

HacTtosiwee TlonoxeHue onpegenset Tpe6oBaHns Mo obecneyeHUto 6e30MacHOCTU
aBTOMaTM3MPOBAHHON WH(OPMaUMOHHOM cucTembl (ganee - AWC) o06pasoBaTeibHOro
yupexgeHuns (ganee - Onepatop).

AWNC npegctaBnset coboin IT-cuctemy, npefHasHaYeHHYO A5 aBTOMaTm3almm npoLeccos
thopmupoBaHms, 06paboTKM K aHanmM3a WHGOPMaLMM N0  OCHOBHbIM  HanpaB/IEHUSM
JedAtenoHocTn Oneparopa.

OCHOBHbIMN (PYHKLMOHANbHBIMK BO3MOXHOCTAMU AVIC Onepartopa ABNAIOTCA:

e (hopmMMpOBaHMe, XpaHeHVe N 06HOBEHNE CBEAEHWNIA O CTPYKTYype yyeOHbIX MoapasgeneHuii
Oneparopa;

* (opmupoBaHMe, XpaHeHMe W O0OHOBNEHMe CBeAeHWA O mnpenofaBaTeNbCKOM COCTaBe W
COTPYAHUKaX y4ebHbIX noapasaeneHnin Oneparopa;

* (opmupoBaHue, XpaHeHUe U OBHOB/IEHWE CBeLEHU 06 WHAUBMAYa/IbHBIX NiaHax paboTbl
npenojaBaTe/ibCKOro cocTasa;

* (hopMUpOBaHMe, XpaHeHWe M  OOHOBMeHWe  cBedeHMit 06  y4ye6bHOM  (y4yebHO-
Npon3BOACTBEHHOM) nnaHe Onepartopa;

e (bopMupoBaHME, XpaHeEHWe U OOHOBNEHWE CBedeHWMIA 006  Yy4yeOHOW  Harpyske
npenojaBaTe/ib.CKOro CoCTasa;

* (hbopMUpPOBaHME, XpPaHEHWE W OOGHOBMEHWE CBEAEHWIA O HAy4yHOW M Yy4eOHO-METOANYECKOW
npoayKummn (MeToAnyveckne pekoMmeHgauum, yyebHole nocobus, moHorpaduu, nyenmkalmm)
npenogasaTe/ib.CKOro CoCTaBsa,;

« (opMupoBaHWe, XpaHeHWe U OOHOBAEeHMe CBefeHWW 06 obydyalWMUXcs, NPOXOAALWUX
ob6yueHue y Oneparopa;



* (opmupoBaHMe, XpaHeHMe U OOHOBNEeHWe CBeAeHWW O pe3ynbTaTax yvyebHOro npouecca
(nTOrM TECTMPOBAHUSA, 3K3AMEHOB);

* aHa/MTU4Yeckas o06paboTKa WHGoOpMauuM O MPOBefeHUMM YUeOHOro npouecca Kak 3a
OTYETHbI Nepuof, TaK 1 0 TEKYLLEN AesTEeNbHOCTU y4ebHbIX nogpa3geneHnin Onepartopa.

B kauyecTBe MHhopmaymu, nognexauei 3awmnte B AIC Onepatopa, paccmaTpuBaroTCA:

* MepcoHanbHble fAaHHble NpenojaBaTeNbCKOro cocTtaBa W COTPYAHWKOB  y4eOHbIX
noapasaeneHunii;

* MepcoHanbHble faHHble 06yYaloLWNXCa, MPOXOAALLMX N NPOLWeAWNX 006yUeHue;

* MepCOHasbHble fAaHHble aAMUHUCTPATUBHO-X03MCTBEHHbIX NOAPa3AeNeHNIA.

Mpu obecrneyeHnn 6€30MaCHOCTU MEPCOHANbHbIX AaHHbIX B WMHMOPMAaUUOHHOW cucTeMe
OnepaTop pyKOBOACTBYeTCS CneAytowum: BbI6Op CpeacTB 3awuTbl MHQOPMaLUN ANA CUCTEMBI
3aWMTbl  NepcoHasbHbIX JaHHbIX; OnpejeneHne Tuna yrpo3 6e30MacHOCTU  MepPCOHaNbHbIX
[aHHbIX, aKTyasbHbIX A48 UHPOPMALMOHHOW CUCTEMbI; YCTaHOB/IEHME U 06ecrnevyeHne YpPoBHS
3aWMWEHHOCTM MepCoHaNbHbIX B UH(OPMALMOHHON cucTeMe npoussogutca OnepaTopom B
COOTBETCTBMM C TpebOBaHUSMM K 3alWjMTe MNepCcoHaNbHbIX [aHHbIX MpU KUX 06paboTke B
MH(MOPMALMOHHBIX CUCTEMAX MEPCOHaNbHbIX [aHHbIX, YTBEPXAEHHbIX MOCTAHOB/IEHWEM
Mpasutensctsa P® o1 1Hosa6pa 2012 r. N 1119.

OCHOBHbIMK Tpynnamu Yrpo3, Ha MPOTMBOCTOSHWE KOTOPbIM HanpaBieHbl Lean u
Tpe6oBaHUA 6e30MacHOCTK, ABNAKOTCS:

* YIpo3bl, CBSI3aHHble C OCYLLECTBMIEHNEM HECAHKLWOHUPOBAHHOIO fOCTyna (03HaKOMJeHUS)
C uHhopMaymel, cogepxalleil CBeAeHUS O NepCoHaNbHbIX AaHHbIX PabOTHWKOB U
obyyarouimxcs, npu ee 06paboTKe N XpaHEHUN;

* YIrpo3bl, CBSi3aHHbIE C HECAHKLMOHWPOBaHHLIM KOMMWPOBaHMEM (XWLLEHWEM) UH(OpMaLuu,
cofepxallleil cBeeHUA 0 NepCoHaNbHbIX faHHbIX Pab0THUKOB N 06YyYaloLLnXCs;

* YIpo3bl, CBSA3aHHbIE C OCYLLECTB/IEHMEM A0CTyNa K MHopMauuu, cogepxalleii cBeaeHus o
nepcoHasibHbIX faHHbIX pabOTHUKOB 1 0byyatowmxcs, 6e3 paspelleHns Ha TO ee BrajenbLa
(cybbekTa nepcoHanbHbIX JaHHbIX);

* YIrpo3bl, CBfi3aHHble C HapyleHWeM Mopsigka AOCTyna K MHMopmauuu, cofepxalyel
CBEAeHNs O  MepcoHaNbHbIX [aHHbIX pPaboTHMKOB ¥ obyyaroLwmxcs, nepejaBaemol
3aMHTEepecoBaHHbIM NULaMm;

* YIpo3bl, CBSA3aHHbIE C NEPexXBaToOM MHMOpMaLuUn, CoLepXKallei CBeLeHNs O MNepCcoHanbHbIX
[aHHbIX pabOTHMKOB M 00y4YaloLMXCs, U3 KaHaloB fepefayvn AaHHbIX C UCMONb30BaAHUEM
cneunann3npoBaHHbIX NPOrpaMMHO-TEXHUYECKUX CPELCTB;

* Yrpo3bl, CBfiI3aHHble C noTepein (yTpaToi) wWHGOpMaUKUK, COAepXKallleil CBeAeHUs o
NnepcoHanbHbIX [JaHHbIX PaboOTHUMKOB W 00y4alolnXcs, BCneacTeme cb6oeB (0TKa30B)
NPoOrpaMMHOro 1 annapaTtHoro obecrneyeHus;

* YIrpo3bl, CBA3aHHble C BHEAPEHUEM KOMMbIOTEPHbIX BUPYCOB W APYroro BpefOHOCHOrO
NporpaMmMHOro obecrneveHus;

* YIrpo3bl, CBfi3aHHble C OCYLLECTBNEHWEM HECAaHKLMWOHWPOBAHHbLIX WHHOPMaLMOHHbIX
BO34eNCTBUIA (HanpaB/eHHbIX Ha «0TKa3 B 006CNY)XXWUBaHUU» A5 CEPBUCOB, MOAUGMKaLUIO
KOH(MTYpPaLNOHHbIX [aHHbIX nporpaMMHO-annapaTHbIX CpeAcTs, nogbop
ayTeHTU(MKALMOHHON MHOopMaLUKN 1 T.M.).

®YHKLMOHaNbHblE Tpe6oBaHMsA 6e30MacHOCTM 0XBaTbIBAOT:

* TpeboOBaHUA K OCYLLECTBEHUIO ayanTa 6€30MacHOCTH;

e Tpeb6oBaHUS K 06ECMEYEHNID MOANMHHOCTU CYyObLEKTOB 0OMeHa MH(opMaLMeil;
e Tpeb6GoBaHUA K KpUNTorpagmnueckoin nogaepxke;



* TpeboBaHMA K 3awuTe MHOOpMaLUW, CoAepKalieli CBeAeHWA O MepCOoHabHbIX AaHHbIX
PabOTHUKOB 1 06y4atoLLNXCS;

e TpeboBaHUA K MAEHTURNKALUM N ayTeHTU(MKaLUK nonb3osatenein AUC;

» TpeboBaHMA K ynpaBieHUt0 6€30MacHOCTbLIO;

* TpeboBaHUA K 3aLiMTe CUCTEMbI 6e30NacHOCTN.

2. OCHOBHble (DYHKLMNOHaNbHbIE BO3MOXXHOCTUN AVNC, cBA3aHHbIe
c obecrneyeHnem 6esonacHoCcTM (3aLLMT O MHDOPMaLNK)

2.1. 3awmnTa jaHHbIX MoNb30BaTesNA

ANC pomkHa ocywecTBiaTb (DYHKUMW W MOAUTUKY M36UpaTenbHOro (4MCKPeLUOHHOro)
ynpasneHua poctynom. WsbupaTenbHoe ynpaBfieHWe [LOCTYNOM [AO/DKHO MNPeLfoCTaBNsATb
BO3MOXHOCTb OrpaHW4MBaTh W KOHTPO/NMPOBATb [OCTYN K CUCTEME M K WHopmauuu,
cofepxKallieil cBefjleHNa 0 NepCcoHasbHbIX AaHHbIX.

Kaxpgblli Monb3oBatenb, NbiTalowWwmiics nonyunts goctyn kK AWC, cHayana [OMIKEH
MPOXOAWUTbL NPOLEeAypy WAEHTUPMKALMM U ayTeHTUdMKauum, a 3aTem, Npu  MOMbITKax
noNlyyeHns AOCTyna K aKTuBaM, - aBTOpM3aLuio, T.e. MPOBEPKY paspelleHunii Monb3oBatens no
OTHOLUEHMIO K KaKOMY-N160 3al1LLaeMOMy aKTUBY.

B ANC pgocTtyn K uHopmaumm A0/MKEH ObiTh Pa3pelleH TOMbKO YMOJHOMOYEHHbIM Ha 3TO
Monb3oBatenam. Mogenb 3awmTbl AUC fonkHa BKAKOYATb KOMMOHEHTbI, KOTOPbIE peanunsytoT
KOHTPONb Cy6bLEKTOB [OCTyna, AEeNCTBWA, NpeanpUMHUMAEMbIX KOHKPETHON CYLHOCTbIO Mo
OTHOLLEHUIO K 00BEKTY AocTyna.

Kaxablil 00beKT AocTyna, npeAcTaBneHHbln B AWC, AomkKeH ObITb 0AHO3HAYHO
accoummposaH c Habopom aTpmbyToB  6e30MacHOCTW, oOnpejensdlwmMx 6e30MacHOCTb
3awmuaemoro obbekta. [aHHbii Habop aTpubyToB AO0/MKEH (HOPMMPOBATHCH MPU CO34aHMM
06beKTa 1 BNOCNEACTBUN MOXET MEHATLCA. MI3MEHEHMEe UX 3HAYEHWIA AOMKHO 6bITb 06ecneyeHo
TonbKo lMonb3oBaTenam, MMEKLWMM cTaTyc Bnafgenbla 06bekTa, a TakKe cybbekTam, KOTOPbIM
npeAoCcTaBneHbl COOTBETCTBYOLLE NOIHOMOYMS.

MpaBa [focTyna CyO6beKTOB K O0OBLEKTY [O/KHbI OMNpeAensTbCs MNOCPEACTBOM CMMCKA
ynpasneHns fgoctynom. CnWCOK ynpaBfeHWs [OCTYNOM [O/KEH BK/YaTb MEepeyeHb

nonb3oBaTesieil, KOTOPbIM paspelleH AO0CTYN K 00beKkTy, a TakKXKe Habop A0NyCTMMbIX Haj
00BbEKTOM [LeiCcTBUINA.

2.2. AyauT cobbITHin 6e30nacHOCTU

AWNC pomkHa obecreymBaTb Habop CpefCcTB ayAuTa, NpefHasHavyeHHbIX A1 MOHUTOPUHIA
N 06HApPYXXeHUs HeXenaTeslbHbIX YCN0BWUIA, KOTOPble MOTYT BO3HWKHYTb, a TakXe COO6bITWIA,
KOTOpble MOFyT MPOU30NTU B cucTeMe. MOHMUTOPUHI OTHOCALLMXCA K 6e30MacHOCTU CO6bITUI
[O/KeH NOo3BONATL 0OHapy>XMBaTb HapylunTenein 6e30MnacHOCTU, a TakXKe BbIABAATb MOMbITKA
HecaHKUMOHMpPOBaHHOTro pgoctyna K AWMC wam pgoctyna K 3aWuuwiaemMoi uHdopmauuu.
B vacTHOCTK, onpegensas NONUTUKY ayauTa, YNOAHOMOYEHHbIA agmuHuctpatop AVC ponxeH
MMeTb  BO3MOXHOCTb  OCYLLECTBNATb  ayAWUT TOMbKO HEO6XOAUMbIX TWUMOB  COObLITUIA
6e30MNacHOCTM, TaKMX Kak HeyfauHble MONbITKU NOAKIIOYEHUS nonb3osaTenen K AVC. 3anuch
pe3ynbTaToB ayAuTa cobbITUA 6€30MacHOCTM A0/HKHA OCYLLECTBAATLCS B XYPHabl perncrpaunu
Co6bITMI ayanuTa, JOCTYN K KOTOPOMY [JOJiXKeH ObiTb paspelleH TONbKO YNOSTHOMOYEHHOMY
agmuHuctpatopy AWC. T[1pocMOTp >KYpHanoB perncrpauum Ccob6bITUA ayauTa [JO/KeH
BbINO/IHAETCA C WCNofb3oBaHMem cpeacts AUVC (cneumann3vpoBaHHbIX WMHCTPYMEHTaNbHbIX
cpeacTB). [aHHble cpefAcTBa AO/MDKHbI  NPeAoCTaBfATb  BO3MOXHOCTb  MOHUTOPWUHIa M

perucTpaymm TonbKo Tex COObITUIA ayanTa, KOTOpble YA0BETBOPSIOT 3ajaHHbIM KPUTEPUAM, YTO
NO3BOINT OrPaHNYNTb 0OBEM faHHbIX, CO6MpPaeMbIX 0 COBLITUAX OE30MACHOCTH.



2.3. NpeHTuKaLmna n ayTeHTUuKayms

AWNC ponmkHa TpeboBaTb, YTO6bI BCe CYOBLEKTbI JOCTYNa YHUKaNbHO UAEHTUHOULUPOBANNCH
N ayTeHTUMLMpoBanuce npu goctyne K AVNC ¢ noMowbio BBOAA UAEHTU(MKATOPA U Napons.
NaoeHTUdmrKauma n ayTeHTUPUKALUSA LO/MKHbI OCYLWECTBAATLCA A0 BbINOSIHEHUS CYO6bHEKTOM
joctyna  Kakux-nmbo  geicteumii.  AWC  go/mkKHa  NoAgepXxuBaTb — ayTeHTU(MKauuUio
Monb3oBaTenen BMecTe C WX aBTopms3aumel. [pefycmaTpuBaeTcsd, 4TO aBTopu3auus
Monb3oBaTenen nNpefcTaBnseT HavyaibHbI YPOBEHb A5 paspelleHns JoCTyna K N0KanibHbIM U
CeTeBbIM pecypcam.

ANC pomkHa obecneymBaTb XpaHeHwe Maponeid B npeobpasoBaHHOM opmaTe. AUNC
[O/DKHA NpefoCTaBNATb CPeAcTBa ycuieHus 6e30MacHOCTM Naposeil yepe3 KCMOMb30BaHMeE
MeXaHW3MOB, MNO3BOMAKLWMX  ONPefenTb  MWUHUMaNbHYH  AAUHY, Bpems  [LelCTBUS
(MMHMMaNbHOE W MaKCcuUMasnbHOe), 3a4aTb TpPeb6OoBaHME YHUKANbHOCTU (HEMOBTOPSIEMOCTU) W
BpeMS CMeHbI Napons.

AWNC pomkHa npegocTaBnsiTb MexaHU3M 6/10KMPOBaHMSA Y4YeTHOM 3anucu nosib3oBaTens
nocfie OnNpejeneHHoOro KosuM4yecTsa MOMbITOK BBOAA HEMPaBUIbLHOIO WMEHW W/Mnm napons
nonb3oBaTens A0 ee pas3dbfoKMpoBaHUA agMuHUcTpaTopoM AWC unm nNo UCTeYeHUU BPEMEHM
[encTBus, 3aaHHOro AN CHETUYNKA 6IOKUPOBKM.

2.4. 3alimTa cucTeMbl 6e30MacHOCTU

ANC po/mkHa npepocTaBnATb pAfL BO3MOXHOCTEN AN1d ob6ecrneyeHUs 3aliuTbl CUCTEMbI
6esonacHocTh. M3onauus npoueccoB M noagepXaHws agomeHa 6e30MacHOCTU  [OJIXKHbI
obecneymBaTb 6e30nNacHoe BbINOMHEHNE (DYHKUWIA cucTembl 6e3onacHocTn AVC. BO3MOXHOCTb
OCYLL,ECTB/IEHNA MEPUOANYECKOr0 TECTUPOBaHNA cpefbl PyHKUMOHUPOoBaHNS AVC (annapaTHOM
4yacTu) N COBCTBEHHO camMuX (yHKUWIA cucTeMbl 6e3onacHocT AWC ponkHO obecneymBaTthb
nogfep>kaHue yBepeHHoCTUM agmuHucTpatopa AWC B  LeNOCTHOCTM U KOPPEKTHOCTU
OYHKLUNOHNPOBAHNS YHKLNIA CUCTEMbI 6E30NaCHOCTH.

3. OCHOBHble (DyHKLMOHa/IbHblE BO3MO>XHOCT M NOBbIWEHUSA HaZEeXKHOCT U

AWNC ponkHa obecneymBaTb HafeXHYH 3alMTYy [JaHHbIX OT HemnpeaBUAEHHbIX C60eB UK
0TKa30B CMCTeMbI, 06ecrneunBas crefyroLiie BO3MOXHOCTI N0 NOBbILLIEHNO HAZEXHOCTH.

3.1. Pe3epBHOe KONUPOBaHME flaHHbIX

B AVC pomkHbl BXOAMUTL CTaHAAPTHbIE CPefAcTBa NpeAoTBpalLeHna noTepu AaHHbIX N UX
BOCCTaHOB/IEHUS B C/ly4Yae BO3MOXHbIX c60eB. ViMetowmecs cpefcTBa pe3epBHOro KONMpoBaHus
OO/MKHBI - npegocTaBnaTe  Monb3oBaTeNIiM  BO3MOXHOCTb  Bbl6Opa pasfIMYHbIX  CTpaTerui
pe3epBHOro KONMpoBaHus, obecneynBaroLwx HeOOXOANMbIA YPOBEHb 3aLLUTbI JaHHbLIX B Cly4vae
BO3HWKHOBEHMA c60eB B paboTe CUCTEMbI, MpK 3TOM onb30BaTeNAM AO/HKHA NPeaocTaBnAaThHCS
BO3MOXHOCTb BbIMO/IHEHUSA PE3epPBHON0 KOMUPOBaHUSA [AaHHbIX Ha HECbEMHbIE W CbeMHble
YCTPOWCTBA XpaHEHWS.

3.2. BoccTaHOBNEHNE CUCTEMDbI

@PYHKUMOHANbHbIE  BO3MOXHOCTW  BOCCTAHOB/IEHWA  CUCTEMbl  JO/MKHbI  MO3BONATb
Bo3BpaulaTb AMC B cocTosiHMe, npeAllecteytouee c6ot0. Mpu atom B ANC He [0MXKHO
npoucxoauTs notepu (MM60 NOTEPU JOMKHBI ObITb MUHUMASIbHBI) U UCKXKEHUS AaHHbIX.

3.3. Cpeactea agMUHUCTPUPOBAHUA, YNIpaB/eHNS N NOLLEPXKKN

B coctaB AVIC [0/XKHbI 6bITb MHTETPUPOBaHbLI rpanyeckne cpescTea aiMUHUCTPUPOBAHNA
nMnn yTUANUTbI KOMAHAHOM CTPOKKM, obecreuymBarowime 3PeKTMBHOE MNOSHOMAacWTabHoe K
rmoékoe ynpasneHue (B TOM YnMC/ie MOHUTOPUHT).



4. Cpepa 6esonacHocTu JINC

4.1. Mogenun yrpos, xapaktepHble gna ANC

4.1.1. OcyulecTtB/ieHNe HeCaHKLMWOHWPOBAHHOINO 03HAKOM/IEHMA C  MepCOoHaNbHbIMN
JaHHbIMW PabOTHUKOB M 06YyYaroLLMXCs.

NCTOUYHUKW Yrpo3bl - BHELHWUIA 3/10YMbILLIEHHWK.,

Cnocob (meToa) peanu3aunn yrposbl - MepexsaT MHMOPMaLUW U3 KaHanoB Mepeaayun
[aHHbIX C UCNOJIb30BAHMEM CrEeLnann3npoBaHHbIX MPOrpaMMHO-TEXHUYECKNX CPeLCTB.

Vcnonb3yemble yA3BMMOCTM -  BO3MOXHbIE  HELOCTATKM  MeXaHW3MOB  3aLliUThl
MH(pOopMaLMK Npu ee nepejade Mo KaHanam nepefayvn [aHHbIX, CBA3aHHbIE C BO3MOXHOCTbIO
HEeCaHKLWOHNPOBAHHOI0 03HaKOM/EHMA C NepefaBaemMoil MHOpMaLMen TpeTbnx NnL.

Bug vHMopMaummn, noTeHUManbHO MOABEPXEHHOW Yrpo3e - MepcoHalbHble [aHHble
paboTHMKOB N 00yuvatoLLNXCS.

Hapylwiaemoe cBOMCTBO 6€30NacHOCTU - KOH(PMAEHLMANbHOCTb.

Bo3MOXHble MOCNeACTBMA peanu3auum yrposbl - HaHECEHWS MOpanbHOro W/unm
mMaTepuasbHOro yuwepba nuuy, GurypupyolieMy B rnepexBavyeHHOW MHGpopmaunn. HaHeceHue
KOCBEHHOI0 MaTepuanbHOro yuiepba obpasoBaTesibHOMY YUPEXLEHUIO.

4.1.2. OcyuwectBieHme HeCcaHKUMOHMPOBAHHOIO 03HAKOMJ/IEHUA C  MepCOHabHbIMU
JaHHbIMU PpaboOTHUKOB M obyvaroWwmxcs n nx moangukauuns (B Tom yucne nogmeHa).

MCTOYHUKW Yrpo3bl - BHELWHWIA 3/10YMbILLIEHHUK.,

Cnoco6 (meTopn) peanmsaumu yrposbl - nepexsaT WUHMOpMauuMuM M3 KaHanoB nepegauyut
[AaHHBIX C WCMNOJIb30BaHVWEM  CMeunann3vpoBaHHbIX MPOrpaMMHO-TEXHUYECKUX  CPeACTB;
mMoaudukaumnsa (B TOM 4yucnie NOAMEHA) nepexBayeHHOW MHGOpMaLMM N HaBA3bIBaHUE JIOXKHOM
NHopMaLnn.

Vicnonb3yemble ySA3BMMOCTUM —HEAOCTaTKM MEXaHW3MOB 3aluTbl UHGpOpPMaLUM npu ee
nepefaye rno KaHanam nepefayun faHHbIX, CBA3aHHbIe C BO3MOXHOCTbIO HECaHKLMOHMPOBAHHOTO
03HaKOM/EeHUs 1 moaudmnKaumum (B TOM YMCe NOAMEHbBI) NepefaBaeMoin NHGopPMaL UK.

Bug nHdopmauumn, noTeHuManbHO MNOLBEPXKEHHOW Yrpo3e - MepcoHasibHble AaHHble
paboTHMKOB N 0ByyvaroLMXCs.

Hapywaemble cBoCcTBa 6€30MacHOCTU - KOH(UAEHUNANBHOCTb, LLeN0CTHOCTb.

Bo3mMOXHble MocneacTBmMA peanmsaunun yrposbl - HaHECEHUS MOpasbHOro w/mnm
mMaTepuanbHOro yuepba nuudy, ¢Gurypupyrlowemy B nepexBavyeHHOW uWHDopMaymm u3-3a
HEeCaHKLMOHNPOBAHHOIO PacKpbITUS KOH(pMAEHLMANbHOW MHMOpMaLUX UM pacnpocTpaHeHus
pacKpbITbIX [AaHHbIX. HaHeceHWe KOCBEHHOro MmaTepuanbHOro yuiepba o6pasoBaTe/ibHOMY
YUpeXAeHUHo.

4.1.3. HapylueHune JOCTYNHOCTHU, yTpata Uin UCKaxeHue npefocTaBniemMblX NepcoHanbHbIX
JaHHbIX paboTHUKOB U obyyalluxca BcefcTBMe c60eB  (0TKa3oB) MNpoOrpaMmHOro u
annapaTtHoro obecneyeHus.

MCTOYHUKM Yrpo3bl - NpOrpaMmmMHOe 1 annapaTtHoe obecneyeHue.,

Cnocob (meToa) peanusaumn yrposbl - cbou (0TKasbl) MPOrpaMMHOrO M annapatHoro
obecneyeHuns.

Mcnonb3yemble YA3BUMOCTU — HefOCTATKM MeXaHW3MOB obecneyeHUs [OCTYMHOCTU
Tpebyemoli WHGOpMaLMK, CBSA3aHHbIE C BO3MOXHOCTbO 610KMPOBAHMA MNpPeAoCTaBNEHUS
NH(opMaLUKn Ha HeOoNyCTUMOE BpeMS.

Bug uvHpopmauuu, noTeHUManbHO MNOABEPXEHHOW Yrpo3e —nepcoHa/ibHble [aHHble
paboTHMKOB 1 06yYaeMblIX.

HapyLiaemoe cBOMCTBO 6€30MacHOCTU - LOCTYMHOCTb, LOCTOBEPHOCTb.

BOo3MOXHble nMocnescTBUA  peasunsanmm  yrposbl — HapylweHWe CO CTOPOHBI
00pa3oBaTeNlbHOr0 yupexaeHns B3STbIX Ha cebs 00653aTenbCTB N0 06paboTKe MepCcOoHaNbHbIX



AaHHbIX PabOTHUKOB M 06Y4YalOLIMXCH M MOXET MNPUBECTM K NPSAMOMY WM KOCBEHHOMY
mMaTepuanbHOMY yLlepOy 06pa3oBaTeNbHOMY YUPEXAEHNIO.

4.1.4. HapylieHne COrnacoBaHHOCTW [AHHbIX B MepPCOHaNbHbIX [aHHbIX PabOTHUKOB U
obyuvatoumxca BcneacTene cb6oeB (0TKa30B) MPOrpamMMHOrO M annapaTtHOro obecnevyeHus, a
TakXXe oWmnbOK nepcoHana 06pa3oBaTeNlbHOr0 yUpexaeHus.

MCTOYHUKKM  yrpo3bl - MporpaMMHOe ¥ annapaTtHoe ob6ecnevyeHue, nepcoHan
06pa3oBaTesibHOro yupexzaeHus.

Cnocob (meToa) peanusaunm yrposbl - cbou (0TKasbl) NMPOrpamMMHOr0 o6ecrnedyeHus U
OLLINGKM NepcoHana 06pa3oBaTe/IbHOr0 yYpeXxaeHus.

Vicnonb3yemble ySA3BUMOCTU - HeAOCTaTKM MexaHW3MOB ob6ecrneyeHUs COrfacoBaHHOCTM
JaHHbIX B B ANC, cBsi3aHHbIE C BO3MOXHOCTbI HapyLLUEeHNsA COriacoBaHHOCTH.

Bug vHdopmaumun, noTeHuManbHO MNOABEPXEHHOM Yrpos3e - nepcoHanbHble AaHHble
paboTHUKOB M 06YyYaroLwmUxcs.

Hapywaemble cBoiicTBa 6€30MacHOCTN aKTUBOB - JOCTOBEPHOCTb, LLeIOCTHOCTb.

Bo3mMOXHble MOCefCTBMA peanvsauum yrposbl - paccorsiacoBaHue B MEPCOHaNIbHbIX
[aHHbIX paboTHUKOB N 00yvaembiX, XpaHumbix B BJ] ANC, 4TO, B CBOKO O4Yepenb, NPUBEAET K
BO3MOXHOMY HaHECEHWS MOpasibHOro wu/unn MmartepuanbHoOro yuwepba obpasosaTesibHOMY
YUPEXAEHNIO.

4.1.5. OcyuwectBneHne pgoctyna (03HAKOMEHMA) C  MEPCOHANbHbIMWU  LAHHbLIMU
obyyatouierocs, XpaHuMmbiMM U obpabaTbiBaeMbiMM B AWC, 6e3 cornacus cybbekTa
MepcoHanbHbIX AaHHbIX WX OKOHYaHUA CPOKa AelCTBUSA TaKoro cornacus.

MICTOYHMKKN yrpo3bl - YMNONHOMOYEHHble Ha AOCTYN K MepCOoHaNbHbIM  [aHHbIM
BHYTPEHHWE N BHELLHWE NONb30BATENMN.
Cnocob (meTof) peanu3aumm yrposbl - OCYLLECTB/IEHWE [OCTyna K MNepCcoHaNbHbIM

[aHHbIM 06yYaloLWnXCcH € UCMONb30BAHNEM LUTATHbIX CPEACTB, NpPefoCcTaBNseMblX NPOrpaMMHO-
annapaTHbIM ob6ecneveHnem ANC.

Vicnonb3yemble yS3BUMOCTU - HeJOCTAaTKM MeXaHW3MOB 3alUTbl NMepCOHaNbHbIX LaHHbIX
obyuatoLierocsi, CBf3aHHble C BO3MOXHOCTbK A0OCTyna K HWM 6e3 MUCbMEHHOro cornacus
cy6beKTa NepcoHanbHbIX AaHHbIX UK MOC/Ie OKOHYaHUA CPOKa ero Aencraus.

Bug unHpopmauuu, noTeHUManbHO MNOABEPXXEHHOW Yrpo3e - MepcoHasibHble [AaHHble
obyyvatomxces.

Hapywaemble cBoincTBa 6€30MacHOCTN - KOH(PUAEHLNANbHOCTb.

B0o3MOXHbIe MOCNeACTBUA peannsaumn yrposbl - HeCaHKLMOHWPOBaHHOE 03HAKOM/EHMe
C NEepCoHaNbHbIMW AaHHbIMW BefeT K HAaHeCeHUD MOpanbHOro u/unayM MatepuanbHoro yuiepba
obyuvatoLLemMycs 13-3a HECAHKLMOHVPOBAHHOTO PacKpbITUA KOH(QUAEHUNANbHON MH(popMaLmn.

4.1.6. BHefpeHVe B MHPOPMALMOHHYO cUCTEMY 06pa3oBaTe/IbHOr0 yupeXkaeHns BUPYCOB U
[pyroro BpefOHOCHOr0 MpPOrpaMmmHOro obecnevyeHus npyv B3aUMOAENCTBUN C BHELUHUMMU
cuctemamu, a TakxXe M0/b30BaTeNsAMW C HOCUTeNeln uMHGopMayuu, UCMOMb3yeMbIX Ha
aBTOMaTM3MPOBaHHbIX pabounx mecTax.

NCTOYHNMKN yrpo3bl - BHYTPEHHME [MONb30BaTeN W MepcoHas 06pa3oBaTe/IbHOMo
YUpeXAeHus, BHELHNE CUCTEMBI.

Cnocob (meTopn) peanusauum yrposbl - BHeApeHWe BUPYCOB W APYroro BPeAOHOCHOrO
NPOrpamMmMHOro o6ecrneyvyeHns Npu B3aMMOAENCTBUMN C BHELWWHUMMU cuctemamu ((halinoBblii 06MEH,
3M1eKTPOHHAsA MoyTa 1 T.M.), @ TaKXXe Mpu UCMONb30BaHUM CbEMHbIX HOCUTENElN MH(opMaLmMm Ha
aBTOMaTU3MPOBAHHbIX PaboUYMX MecTax.

Vcnonb3yemble yA3BMMOCTM - HEAOCTaTKM MEXaHU3MOB 3alinTbl WHGHOPMALNOHHOW
cucTeMbl 06pa3oBaTeNbHOr0 Y4YpeXxKAaeHus OT BHEeAPeHUs BMPYCOB W APYroro BpPefoHOCHOro



nporpamMmHoro obtecneyeHusi, CBf3aHHble C BO3MOXHOCTbIO BHEAPEHUS BUPYCOB W [APYroro
BPeLOHOCHOr0 NPorpaMMHoOro obecneyeHus.

Bug nHdopmaymun, noTeHuManbHO NOABEPXKEHHOM yrpo3e - nporpammHoe obecreyeHme
NH(OPMaLMOHHOWN CUCTEMbI 06Pa30BaTENIbHOMO YUpPeXAeHUS.

Hapylwlaemoe cBOCTBO 6€30MaCHOCTN aKTUBOB - LIe/IOCTHOCTb.

Bo3moXHble  nocnefcTBuMA  peanus3auuMm yrposbl - HapyLlleHne  pPexunmos
(hYHKLUNOHUPOBAHUSA WH(POPMALNOHHOW CUCTEMbI 06pa30BaTENbHONO YyupeXxaeHus, noTeps
(yTpata) u wucKaxeHue WHMOOpPMaLMU, CHWKEHWE YPOBHS 3aljMLEHHOCTM MHMOPMaLMOHHON
cucTeMbl 06pa3oBaTeNbHOr0 yupexaeHus. BefeT K BO3MOXHOMY MaTepuanbHOMY Yyuiepby
06pa3oBaTe/lbHOMY YUPEXLEHUIO.

4.1.7. OcyliecTBieHNe  HECaHKUWOHUPOBAHHbLIX  MH(POPMALUOHHbLIX  BO3AENCTBUI
(MognduKaLma KOHMUTYpPaLMOHHbIX [aHHbIX NpPOrpaMMHO-annapaTtHbiX CpeAcTB, nogbop
ayTEHTU(VKALNUOHHON MHOPMaLUN 1 T.M.) HA MHHOOPMALMOHHYIKO cUCTeMy 06pa3oBaTenbHOro
YUpPEeXeHuWs, OCYLLECTB/IAEMbIX U3 BHELLIHUX CUCTEM.

NCTOUYHNKN Yyrpo3bl - BHELUHWE 3/10yMbILLINIEHHUKW, BHELLHWNE CUCTEMBI.

Cnocob (meToa) peanu3auunm yrposbl - HECAHKLUWOHMPOBAHHbIE WHGOPMALNMOHHbIE
BO3ENWCTBMA  C  UCMOMb30BAHWEM  CMeELMann3vpoBaHHOIO nporpamMmHo-annapaTHoro
obecneyeHus.

Vcnonb3yemble yA3BUMOCTU - HefOCTaTKM MeXaHU3MOB 3aliuUTbl WUHHOPMaLMOHHOM
cucTeMbl 06pa30BaTE/IbHOMO YUPEXAEHUSA OT HECAHKLMOHNMPOBaHHbIX BHELIHNX BO3LENCTBUIA.

Bug nHopmaumun, noTeHuMaribHO NOABEPXEHHOW Yyrpose - MporpammHo-annaparHoe
obecneyeHvie MHPOPMALMOHHOM CUCTEMbI 06PA30BATENIBHOIO YUPEXAEHNS.

Hapywaemble cBoiicTBa 6€30MacHOCTN aKTUBOB - KOH(MUAEHLMNANbHOCTb, Le/IOCTHOCTb.

B03MOXHble  MOCMeACTBMA  peanusaumnm  yrposbl - HapyLleHne  pexxunmos
(hYHKLMOHUPOBAHNA WH(OPMALMOHHONW CUCTEMbl 06pa30BaTe/IbHOr0 YUpPeXAeHUs, CHYDKeHue
YPOBHSA 3alMLIeHHOCTU UH(OPMaLMOHHOW cucTeMbl 06pa3oBaTeNbHOr0 yupexaeHus. Beget K
BO3MOXXHOMY MaTepuanbHOMY yllepby 06pa3oBaTe/isHOMY YUpeXJeHuto.

4.2. MonnTtnka n uenu 6esonacHocTn ana ANC

AWVC gomkHa obecneynTb CnefloBaHMNE NPUBEAEHHbIM HIUKE NpaBuiaM 6e30MacHOCTH:

1 JomkHa 6bITb 0b6ecrneyeHa perucTpauma n yyeT nonydeHusa (BKOYaA yKasaHWe Cpoka
[encTBns)  cornacums obyvalowierocad Ha 06paboTKy nNpefocTaBfieHHbIX WM B
obpa3oBaTe/ibHOE yUpeXxgeHne CBOUX MepCcoHaNbHbIX AaHHbIX.

2. [jonmxHa OblTb obGecnevyeHa BO3MOXHOCTb HAAEXHOI0 XpaHeHWUS MNepCOHaNbHbIX [AaHHbIX
paboTHMKOB © oby4varowmxcs (B TeyeHWe [JeNCTBMS CpOKa TPYAOBOro A0rosopa MU
paspelleHns Ha 06paboTKy NepcoHanbHbIX faHHbIX COOTBETCTBEHHO).

3. [omkHa 6bITb 06ecneyeHa BO3MOXHOCTb 6e3onacHoro socctaHosneHns ANC nocne c6oeB u
0TKa30B NPOrpaMmMHoOro obecneyveHuns n 060pyLoBaHuS.

4. [omkHa 6bITb 06ecneyeHa 3awimMta MHGPOPMaLMK, COCTaBNAKOLWEA MepCOHaNbHble [aHHble
paboTHMKOB M obyvawluxca, npu ee 06paboTKe, XpaHeHUU U  nepejade
crneunanm3npoBaHHbIMM CpeAcTBAMU 3aLUUTLI.

5. [omkHo ObITb obecneyeHo Hanmuune Hagnexatymx, 3alMLLLEHHbIX oT
HECaHKUMWOHMNPOBAaHHOI0O WMUCNO/Ib30BaHNA, MEXaHWU3IMOB perncrtpaunn wn npegynpexpeHuna
agMmuHucTpaTopa AVC o nobbixX CO6bITMAX, OTHOCALWMXCA K 6e3onacHocTn AUC.



6.

7.

LOMKHO OblTb 06€CMeyYeHO Hannume HafgneXxawmx M KOPPEKTHO (YHKLMOHMPYOLWMX
CpeAcTB agMUHUCTPUPOBAHMNA 630NacHOCTU MHAOPMALMOHHOW cnucTeMbl 06pa3oBaTeNbHOrO
YUPEXAEHMNS, AOCTYNMHbIX TOMbKO YMONHOMOYEHHbBIM afMUHUCTPaTOPaM.

[O/MKHbI  6bITb  MpefoCTaBfeHbl  MeXaHW3Mbl  ayTeHTU(MKauMK, obecneymBaroLme
afleKBaTHYl 3alWUTy OT MNPSAMOro WAW  YMbILW/IEHHOTO HapylleHus 6e30nacHOCTY
HapyLWMTENAMN C HU3KUM MOTEHLMANOM HanafeHus.

LOomKHbI  6blTb 0b6ecrneyeHbl MexaHW3Mbl TeHepauuu, Hafgnexawero n 3aliuLieHHOro
pacnpefeneHns, YHUUTOXEeHNS KNOUYeBO UHPOPMAL MK, a TaKKe MeXaHU3Mbl NG POBaHNS,
W (QOPMUPOBAHMS 3NEKTPOHHON UMKDPOBOA noanucu. [aHHble MexaHW3Mbl A0/KHbI
(hYHKLMOHMPOBATb B COOTBETCTBUMN C CEPTUPULNPOBAHHBIMI aNiropUTMamu.

4.3. MonuTnka n uenun 6e3onacHoCTM ans cpeibl PYHKLUMOHMpPOBaHUA ANC

Cpena dyHKumoHmpoBaHua AWNC pomxHa o6ecrneynTb CNefoBaHWE MPUBEAEHHbLIM HUXe

npasuiam 6e30MacHoOCTH:

1

[omkHa 6bITb 06ecneyeHa MHXeHepHO-TeXHNYecKas YKPennéHHOCTb 06bEKTOB pa3MelleHus
cucTteMbl 06paboOTKM, XpaHeHMs K nepefayn WHDOPMaUMKU, COAepXKalleid CBeaeHUs O
MepCoHabHbIX AaHHbIX.

O6bekTbl pasMelleHns cucTembl 00pabOTKWM, XpaHeHUs W nepefayn  MHpopmauuu,
coaepKallleli CBeleHUsI 0 MepCOoHaNbHbIX AaHHbIX, AO/MKHbI ObITb 060pYA0BaHbI CUCTEMOIA
OXPaHHOW CUrHaNn3aLuw.

[onKHa 6bITb UCKMOYEHA BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO (h13MYECKOro AocTyna K
nporpaMMHO-annapaTHbIM 37eMeHTaM CUCTeMbl 06paboTKM, XpaHeHMs U nepefayu
nHopMaLmmn, coaepxkalleil cBeleHMs 0 NepcoHaNbHbIX AaHHbIX, CO CTOPOHbI MOCTOPOHHMUX
nny,.

Ha o6bekTax cucTembl 06paboTKM, XpaHEHMA W Mepegadn MHGOpMaLuu, COoAepXKalyel
CBEAEHMA O MepPCOHaNbHbIX AAaHHbIX, AO/HKHO ObiTb 06ecnevyeHO Hannmune U Hagnexaiiee
MCNONb30BaHWE CPEACTB aHTUBUPYCHOM 3aWjuTbl, CEPTUMOULMPOBAHHBLIX NO TpeboBaHMAM
6e3onacHoCcTU. [onXHO BbiTb 06ecneyYeHO perynsipHoe 06HOBNEHME aHTUBUPYCHbIX 6a3.

O61bEKTbI CUCTEMbI 06paboOTKKN, XpaHeHMa 1 nepegayn MHGopmauun, cogepxalleil CeefeHuns
0 MEePCOHaNbHbIX AaHHbIX, AO/MKHO OblTb MOAKNHOUEHbI K BHELUHWM BbIYUCAUTENIbHBIM CETAM
o6lero nosfb3oBaHWA C  WUCMNONb30BAHWEM  Haj/exallmx CpefCTB  MEXCeTeBOro
9KPaHUPOBAHMSA, CEPTUGHMNLMPOBAHHBIX N0 TpeboBaHMAM 6€30MacHOCTMH.

Ha o6bekTax cucTembl 06pabOTKWM, XpaHEHUs W Mepejaynm WHGOPMaLMK, COoaepXKalllein
CBEAEHNS O MEPCOHa/bHbIX AaHHbIX, AO/HKHO OblTb 06eCneyYeHO OTCYTCTBME HELTaTHbIX
NPOrpamMHbIX CPEACTB, He MMeKLWMX OTHOWeHMe K npoueccy (YHKLWOHUPOBAHUS
06pa3oBaTe/IbHOr0 YUpPEeXAEHMS.

[omKHbl ObITb 06ecrneyeHbl YCTaHOBKa, KOH(PUTypMpoBaHWe W ynpasfieHWe nporpamMmmHo-
annapaTtHbiMun cpeacteamun ANC B COOTBETCTBMM C PYKOBOACTBAMW U COr/TACHO OLLEHEHHbIM
KOHhUTypaumam.



8. lMepcoHan, OTBETCTBEHHbIN 3a agMUHUCTpUpoBaHMe ANC, fonxkeH 6biTb 61aroHageXHbIM 1
KOMMETEHTHbIM, W PYKOBOACTBOBATbCA B CBOEA [eATE/NIbHOCTM  COOTBETCTBYHOLLEN
[NOKYMeHTaLueil.

9. YNOnHOMOYEHHble Ha pa6oTy ¢ AWC onepatopbl [A0/MKHbI 6biTb 6naroHageXXHbIMNU,
PYKOBOACTBOBATbLCSA B CBOEW paboTe 3KcnayaTalUMOHHOW AOKyMmeHTauumelr Ha AWC, a wnx
COBMECTHble AeNCTBUS LO/MKHbI OblTb HanpasieHbl UCKAKOUYNTENIbHO Ha BbINO/HEHME CBOUX
(hYHKLMOHaNbHbIX 0653aHHOCTEN.



